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Abstract: Based on the understanding of the mobile communication essential characteristics and the mobile communica-
tion network inherent characteristics, from a new perspective, the genetic defects existing in the mobile communication
network inherent mechanism, especially in the mobility management mechanism were analyzed. These genetic defects
would not disappear with the intergenerational development of mobile communication network, therefore, they were also
known as endogenous security defects or endogenous security common problems of mobile communication networks.
The endogenous security threats that may be introduced by security defects such as “acquiescence in information authen-
ticity” and “ubiquitous data visibility” were pointed out. Under the guidance of the cyberspace endogenous security
theory, the ideas and methods to solve the endogenous security common problems in mobile communication networks
were proposed, such as breaking the “default trust” with “zero trust” and realizing the “user data limited visibility” with
“variable implicit mapping”.
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